FXSeries 2.7.19 Release Notes

Release Notes for FXSERIES Vv2.7.19 Released on 14/0ct/2018
Contents

INtroduction.........ccvveviiiiiiie e, 1

Software Download ............cccocevveeiiinennnn. 1

Installation Requirements ...................ueee.. 2

Installation Instructions............cccecevveeeevnnnnss 2

New Features summary........ccccoeeevuneeennnns 3

Other changes since 2.6.9........ccccoeeeeeeees 4

KNOWN ISSUES ......ceviiiieiieeeee e, 4

Serial Port Operations ...........ccoeeeeeeeeeeeeenn. 5

Steps to add Self Signed Certificate in browser for Applet replacement pages 9

Introduction
Zebra’s Fixed reader series comprises of the following readers

1. FX7500 RFID reader is a powerful EPC Gen-2 compliant business class fixed reader
2. FX9600 RFID reader is a powerful EPC Gen-2 compliant industrial fixed reader

Both these readers are Linux based devices driven by powerful RFID engine that enables users to integrate RFID into
their business logic and applications with great ease and high efficiency.

Release Notes lists new features, any specific usage instructions, and any known issue.

The current build FXSeries 2.7.19 is a common release aimed at both FX7500 and FX9600 readers.

The features and the issues mentioned in this document are applicable for all FX7500 and FX9600 SKUs

Software Download

The version 2.7.19 software update package includes the files required to update FX7500 and FX9600 RFID Readers.
An FTP/SCP/FTPS server is required to upgrade the readers.

Contents of the release package:

IMAGE TYPE VERSION FILE NAME DATE
RM Server 2.7.19

LLRP Server 2719 platform_2.7.19.0.tar.gz 10/14/2018
X-Loader 4.0.0 x-load_4.0.0.0.bin.ift 08/26/2018
U-Boot 2.1.2 u-boot_2.1.2.0.bin 08/26/2018
Operating System 2.2.15 ulmage_2.2.15.0 09/24/2018

Page 1 of 11



FXSeries 2.7.19 Release Notes

Root FS 2.1.2 rootfs_2.1.2.0.jffs2 10/14/2018
OsUpdate Utility 1.0.0 Osupdate.elf 10/14/2018
Response N/A response.txt 10/14/2018
RFID3 CAPI DLL 5.5.2.7 Rfidapi32.so 09/24/2018
RFID3 JNI DLL 1.4.0.33 librfidapi32jni 09/24/2018
RFID3 Java API 1.4.0.33 Symbol.RFID.API3 jar 00/24/2018
Linux Kernel 2.6.32

1.4.70.0
o (FX7500)
Radio Firmware
2.1.14.0
(FX9600)
Radio API 2.2.8.2

Host API release Version Info:

IMAGE TYPE VERSION FILE NAME DATE

RFID3 C API DLL 5.5.2.7 RFIDAPI32PC.DLL 09/24/2018
RFID3 .NET DLL 15.19 Symbol.RFID3.*.dll 09/24/2018
RFID3 Java JNI DLL 1.4.0.33 RFIDAPI3_JNI_HOST.dlI 09/24/2018
RFID3 Java AP 1.4.0.33 Symbol.RFID.API3 jar 00/24/2018

Native DLL available for 64-bit. 32-bit RFID C DIl will be provided on request.

Installation Requirements

= A USBdrive can also be used directly to initiate the upgrade process. The recommended browsers are IE11, Mozilla

Firefox and Chrome V68

Installation Instructions

Method 1:

Unzip images and copy to a USB drive. Connect USB drive to FXSERIES reader. Upgrade will automatically start in 7-

10 seconds.

There are three supported ways to upgrade the FXSERIES RFID reader
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Method 2:

Copy images to local drive of PC, log in to the reader, select ‘File based upgrade’ on reader upgrade webpage, Enter
username and password of reader. Select image to upgrade from local PC. Click ‘Start upgrade’

Method 3:

Copy images to FTP server. Navigate to the reader upgrade webpage and select ‘FTP upgrade’ page. Enter username
and password of the FTP server. ‘Start upgrade’.

v' FTP/SCP/FTPS server can be used to upgrade the readers.

v' The latest version of PowerSession demo application (0.40.8 and higher) can also be used to upgrade multiple
readers with a single operation. Please refer to the Integrator Guide document for detailed upgrade procedures.

New Features summary

- Removed Java applet dependencies and added web console support for latest IE, Chrome and FireFox browsers.
o ReadTags along with enhancements to ReadTags Page

Advanced Antenna configuration

File based firmware update

User Application deployment

SysLog

Profiles Page

- New RFID3 C APIs to support additional functionality:

Get LLRP client Connect status and the connected client IP Address

Get / Set NTP Config

Get / Set Network Config

Get / Set Wireless Config

Get the current state of antenna connection

Get the alarm statistics for various reader alarms as part of RFID_GetReaderStats
o Get the Reader temperature

- Added support for NXP BrandID in FX7500

- Added flash bad block handling during system start up.

- Added support for detecting antenna connect on disconnected ports when inventory is in progress in FX7500

- Modified default RFMode to M4, 240 KHz for access operation.
- Modified default setting to use Target A for access operation.
- Added support for RS232 modes in FX9600. Serial port can be configured to one of the following 3 modes:

o Debug port (Default)

o Push Data — Allows a connected terminal (client) to received tag data once inventory is started from the
web console or the RM interface RFID tag data is reported using ZETI (Zebra Easy-Text Interface) format

o Free port — Supports user app to use serial port

O O O O O

O O O O O O

- For ease of use, the files used to update firmware using a USB drive can be taken from either the ftp based or
file based folder. However, it is strongly recommended to use files from the ftp folder when performing
firmware updates using the USB drive method because this folder supports an additional file validation check

Page 3 of 11



FXSeries 2.7.19 Release Notes

Added guards to reject firmware update operation when firmware meant for different reader family is
accidentally used.

Added support for Microsoft Edge on Windows 10

Added support for Safari browser on MAC

Added feature to manually disabled antennas in the web console.

Updated all developer guides for ease of use

Updated the C, .NET and Java SDK installers to use the latest library and header files.

Other changes since 2.6.9

Changes have been done in RootFS and Platform to optimize the file size so that file based firmware upgrade can
be done from older firmware (e.g 2.6.9) on FX7500/FX9600 to 2.7.19.

Changes to ensure that the applet replacement pages can be used in secure mode when the Web server is
configured in secure mode.

Enabled file-based firmware update and support for splitting RootFS partition to multiple files to allow file based
firmware update.

Added support for configuring tag meta data and inventory criteria when used in serial port push data mode in
FX9600

If reader is reset to factory default, no additional reset is required to get a functional LLRP service.

Name of the Sample applications developed for latest Visual Studio (supports VS 2015 and VS 2017) have been
generalized.

Known Issues

Summary of major issues and limitations are listed below.

File based update cannot be used to downgrade from 2.7.19 (and above) to a lower version (2.6.x and earlier) on
FXSeries readers using web console. Power session can be used to downgrade using file based update in the above
scenario.
When using File based update using Web console the progress for writing jumps to 200% (once it reached 100%)
incorrectly. The overall progress % is still correct.
In Reader Wireless Settings Parameter web page, WIFi singnal strength is always shown as 100%. To read the
correct strength, refer to the ESSID field
Serial port push data feature is not supported when baud rate is set to 14400
Number of rounds stop trigger when more than one antenna is enabled does not stop reads after N rounds
If a serial cable is not connected when the serial port push data feature is enabled, a number of issues can be
observed. It is recommended to reset the reader if reader misbehaves
File based update folder of the firmware release does not support the following (to allow backward compatibility)
o Checksum validation
o Platform type validation
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e LLRP settings if changed from the default will prevent the ReadTags, Advanced Antenna Config and serial port
communication pages from functioning properly.

RFSurvery is not supported in FXSeries Readers even though the LLRP capability reports true for canDoRFSurvey.
Before the successful tunnel creation two ping packets are sent and received unencrypted.

IPSEC hand shake is not successful with CISCO router.

After successful tunnel creation reader accepts unencrypted packets momentarily from the destination.

Serial Port Operations

Below are the operations captured for serial port.

1. Debug Port:

In this mode serial console in FX9600 will be used as the debug kernel port and kernel will use this port for
debug messages.

FX9600

- Serial Port Communication Serial Port Configuration
(0 Serial Port: | Debu . ‘The serial port can be configured wsing this page. The current serial port configuration is retiieved
» Operation Statistics o g Detug and dispiayed before Me serial port configuralion Setlings are changed. Al aflar changing the
[—— serial configuration, reader needs to rebool before the changes take effect.
Read Tags Configure Serial Port = Serial Port can be configured as below:
» Communication ° BEMDP:’"P "
. oo . o Push Data Por
LLRP Baud Rate: 115200 8 =
SNMP its: 8 bi .
" Bl "blli = Debug Port - This i tha default out of the box configuration anabied on FX9600 readers. In
Wireless Parity: None v this configuration RS232 portis configured as Debug port Lo get kernel and syslem debug
Services : - messages. The port configuration is set by defaull and cannol be changed. The serial port
- m . is configured as below:
Serial Port Configuration Frerart None T

Date Time Stop Bits: 1 bit
1P Sec

Change Password
GPIO
Applications
Profiles

Save o Parity. None
o Flow Conirol- None
In this mode reader wil not be able to push any tag data over serial port.

appear over serial console. Or
operation and Tag report will be pu:
customized with Baudrale, DalaBit

¥ Firmware
CommitDiscard
» System Log
Diagnostics.

Shutdoven
Logout

‘and will also append with CRC value for each fine of raport
and will be enclosed in <= brackets

« Invenlory{Start/Stop) - The image displays the running status of inventory as indicated
below. Click the image 1o toggle the status. This is applicable only when the serial portis
configured as Push Data Port

Tndicates Inventory is ruaning
Tndicates Inveatory is not running
= Free Port - This opfion frees the senial port from intemal usage. In this mode serial port can

e used by any user application to send/receive any data over sefial port. In this mode it will
be responsibilily of user application o configure the serial pori as per heir requirement.

= Save - Click on this to save the configuration settings for selected serial port

© Copyright 2018 Zebra Technologies. All Rights Reserved

Figure 1: Default setting - Debug Port
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2. Push Data Port:
In this mode serial port in FX9600 will be used as push data port and inventory operation can be performed and
TAG report will be sent over serial port with selected settings.

Figure 2: Push Data Port Settings
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Figure 3: Commit Settings

115200

Figure 4: Inventory Operation
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Figure 5: Tag Report Over Serial Console
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3. FreePort:
This is free mode, in this mode serial port in FX9600 can be used for user application to perform any user specific
operation. In this mode user app can perform open/read/write operation as per their requirement.

Serial Port Communication

Serial Port: | Free Port v

Figure 6: Free Port

Steps to add Self Signed Certificate in browser for Applet replacement pages

When the reader is configured to secure mode with self-signed certificate then the self signed certificate needs to be
added in browser to make it accessible for node api’s so that the applet replacement pages can use secure web server
connection for its transaction.. Below is the example to add certificate in Firefox browser. The steps given below will vary
from browser to browser.

Step 1: open url https://ReaderlPAddress:8001/addcertificate ( for example https://10.17.129.200:8001/addcertificate) in
browser.

Step 2: Browser will prompt with below error as shown in image. Click on Advanced and then click on Add Exception
(This process may vary from Browser to Browser).
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o | - —
@ https;//10.17.129.200:8001/addcertificate e @ ¥ Q Search

% Your connection is not secure

The owner of 10.17.129.200 has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

Go Back Advanced
10.17.129.200:8001 uses an invalid security certificate.
The certificate is not trusted because it is self-signed.
The certificate is not valid for the name 10.17.129.200.
Error code: SEC_ ERROR_UNKNOWN_ISSUER
Add Exception...

Step 3: On click of Add Exception will open below window.

r 3
Add Security Exception ﬂ

U r A You are about to override how Firefox identifies this site.
/. ® . Legitimate banks, stores, and other public sites will not ask you to do this.
Server
wne = olen,
«hl Kele\iTe] Nt ps://10.17.129.200:8001/addcertificate Get Certificate
Certificate Status
mag

This site attempts to identify itself with invalid information.

epdll  wrong Site

The certificate belongs to a different site, which could mean that someone is trying to impersonate this site.
Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using a secure signature.

Permanently store this exception

10 Confirm Security Exception I l Cancel

Th{m
The certificate is not valid for the name 10.17.129.200.

Click on “confirm Security Exception”. It will add certificate into Browser and below page will be shown in browser. Click
on “Login to reader web console” link to open reader web console.
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| ® £ https//10.17.129.200:8001 i -9 Ql |str(h l m @
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